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paper is written from a psychological perspective, though it tries to 
illustrate the argument with examples relevant to oil and gas opera-
tions. While there have been previous attempts to apply this area 
of knowledge to the analysis of real-world incidents (see, for ex-
ample, Thorogood et al. 2014; Crichton and Thorogood 2015) and 
to develop operational interventions (McLeod and Beckett 2012), 
such attempts have been limited to date, and have lacked the nec-
essary research evidence. There is a compelling need to understand 
better how these psychological processes actually influence real-
world operations, and to develop practical approaches to mitigating 
the associated risks.

The Psychology of Risk Assessment  
and Decision Making 
Risk assessment and decision making are at the heart of the oil and 
gas industry, from the operational front line to the boardroom. It 
can, however, be surprising how rarely the scientific knowledge 
about these deeply psychological processes is applied to improve 
awareness and assessment of risk and the decision making, choices, 
and actions that flow from that assessment at the individual level.  
The report to the President by the National Commission on the BP 
Deepwater Horizon Oil Spill and Offshore Drilling (2011) uses 
the term “decision” 81 times and the phrase “decision making” 18 
times. It refers to “risk assessment” in some way approximately 
eight times. Nearly all of these are references to risk assessment 
and decision making that take place away from the front line. They 
are performed by people expected to follow well-structured and 
approved processes, armed with all the relevant information, and 
following explicit guidance on how to make rational judgements. 
These are back-office risk assessments. None of them are con-
cerned with the awareness or assessment of risk or decision making 
by operators at the front line, or with how those individuals assess 
the relative priority of the risks they are facing. They are references 
to risk assessment and decision making made using what psycholo-
gists refer to as “slow” or “System 2” thinking. Very few of them 
deal with the reality of risk assessment and decision making on the 
front line that will often be carried out by use of “fast” or “System 
1” thinking. (These two styles of thinking will be summarized later 
in the paper.)

Tversky and Kahneman’s famous paper “Judgement Under Un-
certainty: Heuristics and Biases” (Tversky and Kahneman 1974) 
was the first systematic, scientific exploration of the ways in which 
intuition and cognitive bias can influence thinking and judgement. 
Since that first paper, a large number of scientists and researchers 
from many disciplines have contributed to what is now an over-
whelming and powerful body of knowledge about how people 
make decisions and judgements in the real world. This work has 
been influential in many walks of life, perhaps most prominently 
in economics, the subject for which Kahneman was awarded his 
Nobel Prize in 2002. It is having a profound influence on how 
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Summary
Awareness of the psychological realities of different styles of 
thinking can provide deep understanding of the choices people 
make and the actions they take when they are faced with assessing 
risk and making decisions in real time under operational condi-
tions. At a time when the industry is striving to achieve more with 
fewer staff and resources, there is a compelling need to understand 
better how these psychological processes actually influence real-
world operations, and to develop practical approaches to mitigating 
the associated risks. 

Introduction
There has been growing awareness over recent years of the risk 
that “cognitive bias” can present to operational safety. Biases such 
as normalization of deviance and group think are now widely rec-
ognized. The investigation into the 2010 Deepwater Horizon inci-
dent led to widespread awareness, at least among the offshore 
drilling community, of the impact cognitive bias can have on front-
line thinking and decision making. Volume 3 of the US Chemical 
Safety and Hazard Investigation Board’s (CSB) investigation into 
the Deepwater Horizon incident discusses the role that confirma-
tion bias, “a one-sided case-buildng process of unconscious selec-
tivity in gathering and using evidence that supports one’s beliefs” 
(CSB 2016, page 58), had in the events leading up to that incident. 
In 2012, the International Association of Oil and Gas Producers 
(IOGP) published their report Cognitive Issues Associated With 
Process Safety and Environmental Incidents (IOGP 2012). The pur-
pose was to improve awareness of how important these cognitive 
issues can be to safety. Papers given at SPE conferences have dealt 
with the impact cognitive bias can have on management decision 
making in oil and gas companies (Sykes et al. 2011) and its role in 
incidents (Thorogood et al. 2014; Crichton and Thorogood 2015). 
Shell drew on some of this knowledge in seeking to encourage a 
culture of “chronic unease” across its global operations (McLeod 
and Beckett 2012). And Koen (2015) discusses how recent find-
ings in neuroscience are starting to identify the neurological mech-
anisms underlying these biases. As welcome as these developments 
are, they represent only the tip of the iceberg of the knowledge, 
understanding, and opportunities to improve the management of 
risk that are potentially available.

The purpose of this paper is to illustrate how such knowledge 
can be operationalized and used to gain deeper understanding of 
the nature of human error in real-world oil and gas operations. The 
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governments make strategic policy decisions [see, for example,  
MINDSPACE: Influencing Behaviour Through Public Policy, pro-
duced by the UK’s Institute for Government (Dolan et al. 2010)], 
and, increasingly, how they think about, and indeed measure, hap-
piness. It is now recognized in its own right as the discipline of be-
havioral economics.

The knowledge that has flowed from those initial Tversky and 
Kahneman seeds also has an important role to play in understanding 
and managing human reliability in safety critical industries. Indeed, 
understanding this psychological knowledge base, learning from it, 
and developing practical interventions on the basis of it could be 
among the most important steps that can be taken to improve safety, 
environmental control, and human reliability in the oil and gas in-
dustry over the coming decades.  

Behavioral Economics
The field of behavioral economics grew out of the overlapping 
interests of two general areas of scientific research:

•  The interests of psychologists in the processes and mecha-
nisms of human thought and decision making

•  The interests of economists in how real people make eco-
nomic decisions in the real world

The psychologist Daniel Kahneman and the economist Richard 
Thaler—leading thinkers from the two traditions—have recently pub-
lished books giving their personal accounts of the evolution of the 
field (Kahneman 2011; Thaler 2015). Each book combines the story 
of the author’s career with the emergence of key research findings 
about how people make decisions in the real world, and the psycho-
logical and behavioral theories developed to explain those findings. 

One of the great strengths of behavioral economics has been that 
its research methods have drawn on simple yet highly compelling 
mental problems that everyone can experience for themselves of 
the “simplifying shortcuts of intuitive thinking” (Kahneman 2011, 
page 8). The most famous example is undoubtedly the bat-and-ball 
problem (see http://uk.businessinsider.com/question-that-harvard-
students-get-wrong-2012-12?r=US&IR=T), though there are many 
others, such as: If it takes five machines 5 minutes to make five 
widgets, how long does it take 100 machines to make 100 widgets? 
[The answer is 5 minutes (Frederick 2005).] Thaler offers the ex-
ample of his students complaining vigorously that his exams were 
too difficult when he set an exam with marks out of 100, which led 
to an average score of approximately 70%, but being quite con-
tent with an exam having a total of 137 marks available that pro-
duced an average score of 96 (also 70%): “To an economist, no one 
should be happier about a score of 96 out of 137 (70%) than 72 out 
of 100, but my students were” (Thaler 2015, page 4).  

At the heart of behavioral economics is the way the human brain 
so quickly and easily, without our even noticing, comes to an erro-
neous answer in the former example, and in the latter, leads us into 
behaviors, attitudes, and emotions that are at conflict with how an 
economically rational person would be expected to think and be-
have. The understanding that has been generated through the study 
of such seemingly innocuous problems provides the opportunity to 
develop a deeper and psychologically richer understanding of both 
the causes and the nature of human error when it occurs in indus-
trial settings than has usually been the case to date.

Few who have spent their career in engineering and the oil and 
gas industry will have had any reason or interest to explore and 
draw on this rather strange and nonintuitive area of science in their 
work or thinking. It has certainly (to date at least) had little im-
pact on how industry goes about assessing risk or making decisions 
about reducing the risk of major accident hazards. However, those 
two recent books make accessible a great deal of knowledge about 
how real people, as opposed to what Thaler describes as Econs,* 

make decisions and assess risks. Together, though most promi-
nently through Kahneman’s work (Kahneman 2011), they provide 
an ideal starting point for anyone with an interest to begin to draw 
on this knowledge base to improve safety and reliability in indus-
trial operations. 

A Brief Introduction to System 1 and System 2 Thinking 
From a psychological perspective, thinking and decision making 
can be thought of as comprising two distinct systems, or styles, 
of mental activity—what are referred to as System 1 (fast) and 
System 2 (slow) thinking. Psychologists still debate the character-
istics, and some use different terminology to refer to the two styles 
of thinking; alternative terms include “automatic” and “reflective” 
for System 1 and 2, respectively. For the purpose of this article, 
Kahneman’s description of System 1 and System 2 is sufficient [see 
Kahneman (2011) for a full introduction to the two systems]. 

System 1 is fast, intuitive, and efficient. It is always “on.” It 
works automatically, requiring no effort or conscious control; you 
cannot turn it off. System 1 provides the basis for what are referred 
to as skill-based behaviors. Most of the time, System 1 works per-
fectly well. It is because of its speed and efficiency that we are able 
to think, act, and perform in ways that would simply not be possible 
if the brain had slowly and carefully to seek, process, and think 
through all of the information and options available to it. But, from 
the point of view of safety and the levels of human reliability that 
are now demanded in safety critical industries, System 1 thinking 
has characteristics that are far from desirable. It does not recog-
nize ambiguity, does not see doubt, and does not question or check. 
It works through the association of ideas, a near-instantaneous 
mental network of association in which ideas or feelings trigger 
other ideas or feelings. If the mental network can quickly produce 
an interpretation of the world or an answer to a problem that feels 
comfortable, it will take it. System 1 is “a system for jumping to 
conclusions” (Kahneman 2011, page 79).

System 2, by contrast, is slow, lazy, and inefficient, but it is 
careful and rational. It takes conscious effort to turn on and it de-
mands continuous attention; it is disrupted if attention is withdrawn. 
System 2 works by conscious reasoning. It looks for evidence, rea-
sons with it, takes the time to check, and questions assumptions. 
System 2 is aware of doubt, and sees ambiguity where there is more 
than one possible interpretation. Switching between System 1 and 
System 2 takes effort, especially if we are under time pressure.     

From the economics perspective, Thaler describes the two sys-
tems in the context of how self-control influences behavior and de-
cision making by use of the metaphor of a “planner” (equivalent to 
System 2) and a “doer” (equivalent to System 1). Thaler says “...
at any point in time an individual consists of two selves. There is a 
forward-looking ‘planner’ who has good intentions and cares about 
the future, and a devil-may-care ‘doer’ who lives for the present” 
(Thaler 2015, page 104).

The scientific evidence behind the two styles of thinking is ex-
tensive and highly credible. However much it may not be con-
sistent with “the-way-we-think-that-we-think,” the evidence is 
overwhelming: Everyone, irrespective of age, sex, culture, or the 
organizational controls surrounding how they are expected to work, 
must be assumed to be susceptible to them at some time. They do 
not, of course, apply all of the time (that is inherent in the two sys-
tems), and different individuls, personality types, and even profes-
sions appear to be influenced by them in slightly different ways. 
But when we are using a System 1 style of thinking, we should an-
ticipate that our thinking will be influenced by cognitive bias and 
other sources of irrationality.  

As far as human reliability is concerned, it is the extent to which 
System 1 is prone to bias and irrationality, its tendency to jump to 
conclusions, not to have doubt, and not to see ambiguity that can 
represent such significant risk. The pace and demands of operational 
performance and production will often rely on the speed and effi-
ciency of System 1 thinking, and, most of the time, it will deliver 

*The term Econs is meant to refer to the kind of person assumed by much of conventional 
economic theory. Someone who, when faced with economic choices, makes rational 
decisions in a way that produces economically optimal outcomes.
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what is needed, safely and efficiently. Safety and environmental 
protection, by contrast, rely on System 2 thinking—they need care, 
attention to detail, and checking. They need awareness and the will-
ingness to apply the mental effort necessary to engage System 2. 

Operationalizing Fast and Slow Thinking
This section considers some examples of situations in which the 
characteristics, biases, and irrationalities associated with System 
1 can lead to poor decision making and awareness of risk. It also 
illustrates how an understanding of the differences between the two 
systems can allow deeper insight into the nature of the loss of reli-
able human performance that lies behind many incidents. McLeod 
(2015) has explored in depth the contribution System 1 thinking 
may have made in two major incidents: (1) the fire and explosion 
at the Formosa Chemicals plant in the US in 2005 that led to five 
fatalities; and (2) the fire and explosion at the Buncefield fuel-
storage site in the UK, also in 2005, that (while there were fortu-
nately no fatalities) led to the largest peacetime explosion in the 
UK, as well as significant damage and disruption.  

An Example of a System 1 Error in Operations. Fig. 1 shows 
the position indicator on a large, automated isolation valve. This 
valve was involved in an incident in a flare system. Fortunately, 
there were no injuries, which was a result of both operator action at 
the time and effective planning of the “line-of-fire” at the worksite, 
even though the incident was assessed as having the potential for 
up to three fatalities.  

Among a number of factors that contributed to the incident (all 
human and organizational in nature) was an operator misreading 
the status of the valve-position indicator shown in Fig. 1. The op-
erator believed the valve was closed when it was, in fact, open. As 
at most process facilities, the general rule was that a valve is open 
when the position indicator is in line with the process flow and 
closed when the indicator is across the flow. The opposite applied 
in this case: The pictograms showing the valve status were inter-
changeable based on the valve gearing and were not installed con-
sistently across the plant. The large arrow on the face of the valve, 
which in the photograph is pointing to the left and is in line with 

the piping (and therefore in line with the direction of flow), does 
not indicate that the valve is open. Rather, the purpose of the arrow 
is to draw the operator’s attention to the pictogram on the left-hand 
edge, showing that the valve is actually closed when it is in that ori-
entation. When the valve is fully open (as it was when the incident 
occurred), the arrow in the photograph would point straight up and 
down (i.e., across the direction of flow). 

In a conventional human-error analysis, this error would have 
been classified as a knowledge-based mistake (though, of course, the 
valve should have been installed in the correct orientation in the first 
place). It would be concluded that the operator, who was trained and 
possessed the knowledge needed to read and understand the position 
of the valve from the pictogram provided, had made an error in ap-
plying that knowledge, which, of course, would be correct. However, 
while it may be correct, it does little more than describe the nature 
of the error, and provides no real insight into why a trained and com-
petent operator may have made such a potentially critical mistake. 

By contrast, recognizing how the characteristics of System 1 
thinking would be likely to play out in this situation can provide 
much deeper insight into why the incident occurred and what needs 
to be done to guard against similar incidents in the future. An operator 
busily engaged in a series of activities under time pressure will almost 
certainly have been carrying out this routine and inherently simple 
visual task using System 1 (fast) thinking. Looking at the valve in-
dicator in Fig. 1, it is not surprising that someone adopting a System 
1 style of thinking would quickly come to a decision on the basis of 
the large and visually dominant arrow. It would need effortful System 
2 thinking to realize that the arrow is simply pointing to the picto-
gram, and not indicating the state of the valve. And, critically, having 
quickly decided that the valve was closed, the operator would have no 
doubt about the decision because System 1 does not question, does 
not see doubt or ambiguity. There is nothing about the design of this 
valve indicator that would lead the operator to double check or to 
question the first conclusion offered by System 1 thinking. 

The fact that the incorrect valve position was not picked up by 
checking with the control room or when the isolations were later veri-
fied by a separate individual also has important implications. There have 
been many examples of incidents during which supervision and cross-
checking were not as effective as barriers against incidents as they were 
expected to be (see McLeod 2016). This was recognized as far back as 
1983 in the classic work by Swain and Guttman (1983), which has since 
provided the basis for most approaches to quantifying human reliability. 
Unfortunately, those and other similar warnings are frequently over-
looked when estimates of the likelihood of human error are made.

System 1 Thinking in the Use of Risk-Assessment Matrices 
(RAMs). RAMs are probably the single-most widely used meth-
od for estimating and prioritizing risk across the global oil and 
gas industry. Their use is set out in international standard ISO 
31000:2009 (2009), and there are industry guides for the use of 
RAMs for a range of purposes ranging from contractor manage-
ment (IOGP 2010) to risk-based inspection (API RP 581 2008). 
There are also innumerable sources that set out how RAMs are to 
be used to assess risk within individual companies. 

Fig. 2 illustrates one type of RAM. Because of their ubiquity 
and the fact that implementations vary slightly across the industry, 
it is not necessary or practical to provide more than the following 
very cursory summary of the key concepts behind RAMs to support 
the discussion that follows:

•  The risk associated with any event is assessed on the basis of 
a combination of estimates of the likelihood of the event oc-
curring and, if it does occur, the expected severity of the con-
sequences.  

•  Consequences are usually assessed separately for the potential 
impact on people, impact on the environment, damage to the 
asset, and damage to the company’s reputation.

•  Consequences and likelihood can be assessed either qualita-
tively or quantitatively. Qualitative assessments usually use 

Valve closed

Valve open

Flow direction

Fig. 1—Position indicator of a large automated isolation valve.
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broad categories: A consequence of 3, for example, might 
mean “major injury,” while a likelihood of C might mean 
“possible—incident has occurred in our company.” Quantita-
tive estimates, by contrast, try to specify either the probability 
of the event occurring (1 to 5%, for example) or the poten-
tial cost of the financial damage that could accrue (more than 
USD 20 million, for example). 

The popularity and widespread use of RAMs stem from a com-
bination of their intuitive nature and the ease of communication 
of the assessed risks. Formally, RAMs might be used during the 
course of a hazard and operability study, process-hazard analysis, 
or other safety analysis activity. They are frequently used in in-
dicating the potential that could have been associated with an in-
cident. RAMs are used to prioritize maintenance activities and 
are even being used to support competence-management systems 
(Kedzierski 2016). Less formally, they might be used as part of 
everyday work activities or meetings called to review design op-
tions or to find means of reducing cost or complexity of a project 
or operation.  

Despite their popularity and ubiquity, the use of RAMs to assess 
risk has often been found to be flawed for reasons ranging from 
their inherent design and the logic behind their scoring systems to 
lack of consistency in their application. Thomas et al. (2014) re-
viewed more than 520 papers published by SPE in the last 15 years 
on the use of risk matrices in oil and gas activities (subsequently 
reduced to a sample of 30 papers that met the needs of their anal-
ysis). Their paper discusses a number of reasons to have serious 
doubts about the value of risk assessments that are produced by use 
of “best-practice” RAMs. For example, the relative ranking of risk 

can depend on whether increasing risk is associated with ascending 
or descending scores. Thomas et al. (2014) also identified the ef-
fect of a cognitive bias that is well-known in psychology as the cen-
tering bias: People asked to make judgements using rating scales 
tend to avoid choosing values at the extremes of the range of pos-
sible scores. From the papers they were able to analyze, Thomas et 
al. demonstrated that up to 90% of the RAM ratings were “centred” 
(i.e. the users had shown bias against selecting extreme scores ir-
respective of the actual risks involved). Duijm (2015) has recently 
reviewed the literature investigating issues with the use of RAMs 
and proposed an alternative approach that tries to capture the uncer-
tainty inherent in risk assessments.

To provide a real-world context for this discussion, consider this 
example. A human-factors-engineering (HFE) review was carried 
out as part of the input to a capital project that would be expanding 
a plant’s capacity. The company wanted to ensure any significant 
HFE deficiencies in the existing plant would not be repeated in the 
new design. One of the issues identified involved the daily task of 
checking the oil levels in a large pump that had been procured as 
a vendor-packaged unit. Performing the check involved entering 
a nitrogen-filled cabinet, which first had to be vented by opening 
its front and rear doors. While there was good access to the front 
doors, access to the rear doors was poor (see Fig. 3). Operators 
were forced to climb over tightly spaced equipment and piping to 
access the doors to make the cabinet safe to enter.  

The challenge that faced the HFE specialist conducting the re-
view, and the team tasked with reviewing and approving the report 
before it was issued to the project team, was to estimate how big 
a risk this HFE design issue represented. Specifically, was the risk 
large enough to justify a design change (which would be expensive 
and require a vendor to modify a standard design)? How would 
the individuals involved assess this risk using the company RAM? 
How much confidence or trust could the organization place in the 
resulting RAM score? In addition to the centering bias demon-
strated by Thomas et al. (2014), there are (at least) three important 
ways in which the biases and characteristics of System 1 thinking 
could affect the accuracy of the assessed RAM score—base-rate er-
rors, availability, and substitution.

Base-Rate Errors. Human beings have an extremely poor grasp 
of statistical reasoning. When we are asked to make judgements 
about probability, or the relative likelihood of different events, we 
are poor at taking account of the true underlying frequency of the 
events of interest in the world. This is true even when we are told 
what those base rates are, which is known as the base-rate fallacy.  
We are influenced by often-irrelevant information specific to a par-
ticular case. Our System 1 thinking quickly characterizes a situation 
in terms of previously created stereotypes, and we make judgements 
of likelihood that are based on those stereotypes—judgements and 
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Fig. 2—Example of an RAM using qualitative ratings of likelihood and severity of potential consequences.

Fig. 3—View of poor access to cabinet at the rear of pump.
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stereotypes that can bear little relation to the actual frequencies of 
the events in the world we are trying to estimate. 

Even when we are given data describing the actual base rate of 
an event, if we are also given data that relate only to a specific in-
stance, we are more likely to base our judgement on the specific in-
stance than on the true underlying base rate.  

In the case of the HFE design issue illustrated in Fig. 3, there is 
a recurring rate of injuries, up to and including fatalities, associated 
with people slipping and falling when using piping or other items of 
equipment as steps or as a means of accessing equipment. Similarly, 
there has been a history of fatalities associated with people entering 
spaces filled with inert gases. There are base rates associated with 
both of those types of events, but even if those base rates were known 
and were made available to the individuals tasked with coming up 
with an RAM assessment of the risks associated with the poorly de-
signed pump unit, judgements of the likelihood of an incident would 
likely be biased (either higher or lower) by the stereotypes our System 
1 thinking has drawn on in thinking about the situation. 

Substitution. The substitution bias boils down to System 1 think-
ing answering an easier question than the one that has been posed: 
“If a satisfactory answer to a hard question is not found quickly, 
System 1 will find a related question that is easier and will answer 
it” (Kahneman 2011, page 97). So how can a valid assessment be 
made that would support the case either for making a change to the 
design of the pump unit shown in Fig. 3 or for accepting that the 
existing risk was already as low as reasonably possible, and that no 
change was justified? It is a difficult question, and, as with all dif-
ficult questions, the chances are that System 1 thinking will simply 
substitute for it with an easier question unless System 2 intervenes.  

More research is required to establish precisely what nature 
those “easier questions” might take in this or any other situation, 
though a little speculation might suggest something like whether 
the individuals making the assessment have ever heard of a serious 
incident in a similar circumstance or whether they can imagine 
such an incident. However, these are not the questions that need to 
be answered. “Requisite imagination” is one of the core psycholog-
ical attributes for achieving a state of “chronic unease” that is asso-
ciated with vigilance, a lack of complacency, and awareness of and 
respect for operational risk (Fruhen et al. 2013). Just as it is difficult 
to develop and maintain a state of chronic unease, it can be exceed-
ingly difficult to imagine the ways in which events might come to-
gether to create the kind of situations that in reality lead people to 
make decisions and behave in ways that can seem inexplicable. An-
swering the easier question of whether you can imagine an incident 
can bear little relationship to the real risk.

Availability. According to the availability bias, people estimate 
the frequency or likelihood of an event “...by the ease with which 
instances or associations come to mind” (Tversky and Kahneman 
1974, page 208). In terms of the judgements that underpin RAM 
assessments, people will be less inclined to move toward higher-
risk scores (more likely or higher consequence) if they find it dif-
ficult to think of examples to justify those scores, irrespective of 
the nature of the events that are recalled or the real base rate of 
such events. Availability actually works on the basis of substitu-
tion: “The availability heuristic, like other heuristics of judgement, 
substitutes one question for another: you wish to estimate … the 
frequency of an event, but you report an impression of the ease 
with which instances come to mind” (Kahneman 2011, page 132). 

For most nonpsychologists, that is not a hugely surprising 
finding; it is clearly easier to think of examples of things that 
happen frequently than those that are rare. What is important about 
availability is that it is the subjective experience of how easily rel-
evant instances are brought to mind that is important, rather than 
the actual content of the memory itself. “What renders this heuristic 
error prone is that the experienced ease of retrieval may reflect 
the impact of variables other than frequency, such as the event’s 

salience or vividness” (Schwarz et al. 1991, page 201). So, rare 
events that make an emotional impact or have other features that 
make them highly memorable will be easier to recall (more sub-
ject to availability) than more-frequent events that are less salient.

The opportunity for judgements on both the likelihood and the 
consequence dimensions of an RAM to be influenced by the avail-
ability heuristic seem obvious. Typically, a likelihood scale might 
have options ranging from the event being “Never heard of in the 
industry” through to “Has happened more than once per year at the 
location.” How does an individual or a team realistically make such 
a judgement? It is not usual—it may, indeed, be rare—for any indi-
vidual or team making an RAM assessment to actually have valid 
data on whether the kind of events being considered have ever hap-
pened “in the company” (unless it was a very small company or had 
a very short history) or “in the industry.” Following the Texas City 
explosion in 2005, BP was famously criticized for failing to learn 
from an earlier event at their Grangemouth refinery (Baker et al. 
2007). Similarly, following the investigation into Deepwater Ho-
rizon, the drilling services provider Transocean was criticized for 
failing to learn from a similar incident they had experienced only a 
few months previously in the North Sea (National Commission on 
the BP Deepwater Horizon Oil Spill and Offshore Drilling 2011). 
Yet, the RAM model that is considered industry best practice con-
tinues to rely on awareness of events elsewhere in the company or 
the industry.

The reality is that the great majority of people involved in 
making judgements on where to position a risk on the likelihood 
and consequence dimensions of an RAM are unlikely to have the 
facts at hand when the judgements are made. They are likely to be 
under the influence of availability (and therefore substitution) to a 
greater or lesser extent. 

Central to availability is the fact that the degree of confidence we 
have in a judgement depends on how quickly and easily examples 
can be brought to mind. Paradoxically, the more instances that are 
needed to confirm a judgement, and the more difficult it becomes 
to think of those instances, the less confident we become in the 
judgement, despite the additional evidence. Someone performing 
an RAM assessment might be able to quickly come up with an 
example of an occasion during which an event led to “major in-
jury or health effect.” They would be confident that the risk rating 
should have a severity of 3. Though, if they were challenged to 
come up with additional evidence to support the rating, thinking of 
the additional instances would become increasingly more difficult, 
reducing their subjective confidence in the assessed risk. The risk 
would not be lower (it may actually be higher given that additional 
instances are identified), though the RAM score might well be. 

The availability bias can be overcome in a number of ways, not 
the least of which being when RAM ratings are discussed and re-
viewed by a group (although even then the dangers of biases such 
as anchoring and group think are always present). Though, review 
by a more-senior person is no guarantee that availability will not 
influence the assessment: Availability is more likely to influence 
judgements, both when they are made by “knowledgeable novices” 
and when the individuals making the judgements are (or are made 
to feel) powerful. So, a senior engineer or manager who is not a do-
main specialist, but has the authority to change or approve an RAM 
assessment may actually be more susceptible to the availability 
bias than the domain specialist who made the original assessment.   

The strongest defense against RAM ratings being unduly af-
fected by the availability bias relies on having the awareness and 
vigilance to be aware of the effects of the bias and to engage System 
2 thinking when making or approving RAM ratings. Unfortunately, 
though, that takes mental effort, and “... many people… apparently 
find cognitive effort at least mildly unpleasant and avoid it as much 
as possible” (Kahneman 2011, page 45).

The challenge is to establish how good people and the systems 
and processes developed for assessing operational risk really are 
at overcoming base-rate errors, substitution, availability, and other 
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potential biases in making the judgements relied upon by the RAM 
model and other risk-assessment processes. 

Confirmation Bias and Commitment
Confirmation and commitment are among the more widely rec-
ognized cognitive biases. They may even be the most important in 
leading people to make decisions and act in ways that are unexpected 
and contrary to what is needed for the safe management of operations.  

Confirmation bias refers to the tendency actively to seek out in-
formation that supports or confirms what we believe to be the state 
of the world or to ignore or find ways of rationalizing away infor-
mation or data that conflict with what we think or expect. Commit-
ment refers to situations in which there are (at least to an objective 
outsider and perhaps with the benefit of hindsight) clear indica-
tions that the world or the state of an operation is not as we think 
or want it to be, but we nevertheless carry on with the same course 
of action.  

There have been many well-documented instances of both con-
firmation and commitment bias. They have most frequently been 
reported in connection with aviation accidents, though they have 
also been reported in incidents in the oil and gas industry (see, for 
example, IOGP 2012; Thorogood et al. 2014; McLeod 2015; CSB 
2016). Perhaps one of the most-dramatic examples of the ways 
these biases can create the potential for catastrophic accidents oc-
curred at Heathrow airport in London over the night of 23–24 May 
2013. This example is especially powerful and relevant to the oil 
and gas industry when considered in the light of the relative pri-
ority given to all aspects of safety throughout the global aviation in-
dustry. That includes everyone with a role in ensuring flight safety 
being required to undergo a form of crew-resource-management 
(CRM) training to be aware of the risks from human error and the 
wide range of factors that can cause or contribute to it—a situa-
tion that some parts at least of the oil and gas industry are working 
toward (see, for example, IOGP 2014a, 2014b; Energy Institute 
2014a), but one that remains, as yet, more of an aspiration than a 
reality for most companies.

Shortly after 0700 on the morning of 24 May 2013, British Air-
ways Airbus A319-131 took off from London Heathrow airport on 
a routine flight bound for Oslo. During the takeoff and transition to 
flight, doors covering both engines broke loose, causing damage 
to the airframe and a fuel pipeline. During the emergency return 
to Heathrow, the right-hand engine caught fire and was shut down. 
Fortunately, the aircraft landed safely with no injuries [Aircraft Ac-
cidents Investigation Branch (AAIB) 2015].

Over the previous night, two maintenance technicians had been 
assigned to complete a routine weekly check of the aircraft.  Many 
issues contributed to the incident, nearly all of them to do with 

human factors, and all having similarities with the way safety crit-
ical activities are planned and carried out in oil and gas operations:

1. The technicians put the aircraft into an unflightworthy state 
without implementing the controls that were intended to pro-
tect against the possibility of that unsafe state going unde-
tected before the aircraft’s next flight.

2. They interrupted a maintenance task and left the aircraft in 
the unflightworthy state.

3. They returned to the wrong aircraft to complete the mainte-
nance task.

4. They did not realize they had returned to the wrong aircraft 
and signed off on the aircraft as being serviceable.

5. A number of opportunities that could have captured and cor-
rected the mistake were missed, involving cross-checking 
each other’s work and intervention by colleagues.

6. Preflight safety inspections did not spot the error, and the air-
craft took off in an unsafe state (Fig. 4). 

For the purposes of this paper, the discussion will concentrate 
only on the fifth of these issues. The full incident investigation, in-
cluding a report by a human-factors specialist, is contained in the 
report by the AAIB (2015).

In brief, the two technicians had, independently, carried out a 
check of an oil level in each of the aircraft’s two engines. To do so, 
they had to open the engines’ fan cowl doors. The checks showed that 
both engines required topping up of the oil, an event that usually only 
occurs in less than 1 in 20 inspections. Because they did not have the 
necessary equipment with them at the time, they delayed topping up 
the oil until later in the shift. Both technicians left the engine doors un-
secured and in a condition contrary to written procedures.  

Later in the shift, and having in the meantime completed a 
number of both daily and weekly checks on similar aircraft, they set 
out to complete topping up the oil; however, they went to the wrong 
aircraft, an event that is not unknown, but that is rarely reported 
to management (it is known in the industry as an “aircraft swap 
error”). It is, however, three events that occurred subsequently to 
arriving at the wrong aircraft that are of interest to this discussion 
of the effects of confirmation bias and commitment on human reli-
ability in safety critical activities:

1. On arriving at the (wrong) aircraft, they found that the engines, 
which they believed they had previously left open and unse-
cured, were now closed and secured. According to the AAIB 
report “They thought this was strange, but they reasoned that a 
third party must have closed the fan cowls during their absence 
of approximately three hours” (AAIB 2015, page 34).  

2. Having reopened the engine covers to top up the oil level, they 
found the oil no longer needed topping up. They apparently ra-
tionalized this by concluding that the engines must have cooled 

 

(a) (b)

Fig. 4—The engines shortly before takeoff (AAIB 2015), (a) showing the gap between the engine cowling and the doors, and (b) 
showing the door latches in their unlatched state projecting vertically below the cowling. 
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down in the four hours since the engines had stopped, and there-
fore that residual oil would have drained back into the sump.   

3. Despite subsequently mentioning both of these unexpected 
findings to colleagues in the crew room, no one questioned 
whether they had been at the right aircraft. 

The crucial facts (a) that that they were easily able to create 
explanations about why both doors they had left open were now 
closed and why the engines no longer needed topping up with oil, 
and (b) that they appeared to experience no doubt or uncertainty 
about those explanations, are characteristic of System 1 thinking. 

To rationalize away one surprising finding is understandable 
and entirely human. For two separate technicians, both trained and 
competent (including having completed the aviation industry’s 
mandatory CRM training), to rationalize away two surprising find-
ings in the space of a short period of time when performing an 
activity that they must have known was flight critical, gets into ter-
ritory that is profoundly unsettling. Though, neither of these sur-
prises was sufficient to make either technician stop and question 
what they were doing.  

The incident must also raise questions about how effective 
CRM-type training in nontechnical skills (something on which 
the drilling community is placing great emphasis) can really be in 
overcoming cognitive bias (IOGP 2014a, 2014b; Energy Institute 
2014a).  Concerns about the usefulness of CRM training for air-
crew have been raised in previous aviation incidents [see, for ex-
ample, the report into the loss of Air France flight AF447 over the 
South Atlantic in 2009 (BEA 2012)]. Thorogood (2015) has also 
raised concerns over expectations about the value that CRM-type 
training can deliver in well control.

Apart from the implication of the effects of cognitive bias on 
safety critical decision making and task performance, one feature 
that is especially notable about the Heathrow incident is how inef-
fective was the opportunity for an operator to challenge and correct 
the decisions and actions of their colleague. This was also noted 
earlier in this paper in the discussion of the incident with the iso-
lation valve. There is a real question for the industry in general 
terms about to what extent such cross-checking can ever be relied 
on when people work closely in teams.  

System 1 Thinking and Fatigue. Is there perhaps something about 
the people who work in oil and gas or the way oil and gas  activities 
are organized and managed that makes their operations robust or 
resilient against the effects of these cognitive biases? It is true that 
the subjects studied in many behavioral-economics experiments 
will predominantly have been students (such is the nature of much 
psychological research). But that does not mean the evidence does 
not generalize to real-world industrial operations. Even to opera-
tions in which there is strong safety leadership, good safety culture, 
and comprehensive and effective systems, including procedural 
controls over how work is organized and performed.

Shift work, often involving 12-hour shifts (sometimes more), 
and rotating between day and night work, are common across the 
industry. Many people work rotations of 14 or 28 consecutive 12-
hour shifts, often with at least one change between day and night 
working in the middle of the rotation. Many people travel for long 
periods, sometimes over multiple time zones, before arriving for 
the start of a rotation at an offshore or remote work site. For these 
and other reasons, fatigue is increasingly recognized as a signifi-
cant risk (IPIECA/IOGP 2007; IOGP 2014b; IOGP-IPIECA 2014; 
IPIECA/IOGP 2015; Energy Institute 2014b; API RP 755 2010).

A fundamental difference between System 1 and System 2 
styles of thinking is that it takes effort to engage and apply System 
2 thinking. One of the most-important effects of fatigue is a general 
reduction in motivation and energy and in the willingness or ability 
to apply effort. You do not need to be a psychologist to speculate 
that one of the effects of fatigue is, therefore, likely to be to make 
people less likely to go to the effort to apply System 2 thinking in 
critical (indeed, in any) situations. 

People who are fatigued should be expected to be more likely to 
be subject to cognitive bias and to interpret the world, make judge-
ments, assess risks, and make decisions in ways that are not a ra-
tional reflection of the actual state of the world or the evidence or 
information available to them. They should be expected to be more 
likely to jump to conclusions, to rationalize away unexpected find-
ings, not to doubt their decisions or to consider alternative expla-
nations, and to be less likely to apply the mental effort needed to 
stop and check what they are doing. These are all characteristic of 
System 1 thinking, so it is possible, perhaps likely, that the oil and 
gas industry may actually be more exposed to biased and irrational 
thinking than many other areas of life. 

In the case of the incident at Heathrow airport discussed previ-
ously, the AAIB’s human-factors specialist conducted an analysis 
of the hours worked by the two technicians in the previous 3 weeks. 
They concluded that the technicians were likely to have been expe-
riencing a relatively high level of fatigue (though the estimated fa-
tigue was lower than will be found in many oil and gas operations, 
especially immediately following the transition from day to night 
working). It is perhaps not surprising that the technicians involved 
should have been prone to System-1-thinking-based cognitive bias, 
that they would easily find explanations for the surprising finding 
that the fan cowl doors they knew they had left open, were now 
closed, and that the engines that had previously been found with 
low oil levels, now no longer needed topping up.

Conclusion
This paper has sought to illustrate the operational significance 
of what is a very substantial and high-quality body of scientific 
knowledge about the nature of human thought processes and dif-
ferent styles of thinking. Additionally, it has tried to illustrate the 
potential implications of “fast” or System 1 thinking in terms of the 
awareness and assessment of operational risk and decision making. 
The paper has touched on only a small portion of the psychological 
knowledge that is available. 

Much of the oil and gas industry and other safety critical in-
dustries appear to hold an implicit belief that people who are com-
petent, in a fit state to work, working in a strong safety culture, 
and who are provided with work instructions, standard operating 
procedures, and other forms of work controls, will in some way 
be immune to the biases and shortcuts associated with System 1 
thinking, that management systems and other controls over work 
will in some way ensure or enforce System 2 thinking in critical sit-
uations. There is no evidence that such a belief is true. Indeed, the 
scientific knowledge gathered over the previous 4 decades strongly 
suggests such a belief will be false in many (perhaps the majority 
of) real-time work situations. 

In recent years, the oil and gas industry has been asking what 
more it needs to do to identify and manage the risks that can be 
associated with major incidents. On the basis of the arguments 
set out in this paper, inescapable conclusions include that the 
 industry needs
•  To recognize that sensitivity to and awareness of risk, and the 

real-time decision making that flows from them, involve deeply 
psychological processes.

•  To recognize that those psychological processes are complex; in-
deed, far more complex than those involved in disciplines such as 
well or process engineering. While they usually support the levels 
of skilled and efficient human performance the industry relies on, 
they are also subject to many sources of irrationality and bias that 
can lead to poor risk awareness and poor decision making.

•  To identify the steps that can be taken, both in back-office risk as-
sessments and those made in real time under operational  pressures, 
to avoid the biases associated with System 1 thinking that can 
lead to ineffective management of operational risks. For ex-
ample, it should be possible to develop an operationalized variant 
of the cognitive reflection test developed by Frederick (2005). 
Such a test could offer the potential to identify an individual’s 
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susceptibility to System 1 thinking errors and, perhaps, screen 
extreme-scoring individuals out from safety critical activities 
that have a particularly high dependence on real-time decision 
making. Use of such a test in awareness training would in itself 
help to raise awareness of the risks of System 1 thinking.

•  To identify practical steps that can be taken, whether in the design of 
work systems and the work environment or in working practices and 
procedures, that can be effective in disrupting System 1 thinking and 
engaging System 2 thinking in critical situations.  

Addressing the needs in the third and fourth bullets in the preceding 
list requires investment in applied research, drawing on the com-
bined skills and experience of psychologists and those with opera-
tional experience. 

There are many cognitive biases associated with System 1 
thinking. Kahneman himself at one point reviewed more than 40 of 
them, and, crucially, he concluded that they all favor “hawks” over 
“doves” (i.e., they are all inclined to lead people to make riskier 
decisions than they otherwise would have made had they engaged 
System 2 thinking). 

To conclude, here are two final quotes from Thinking, Fast and 
Slow (Kahneman 2011) that should give anyone with any concern 
or responsibility for human reliability in safety critical operations 
cause to stop and question the real nature of the thinking and deci-
sion making that are so essential to safety critical operations:
•  “When people believe a conclusion is true, they are also very 

likely to believe arguments that appear to support it, even when 
these arguments are unsound. If System 1 is involved, the con-
clusion comes first, and the arguments follow” (Kahneman 2011,  
page 45).

•  “...neither the quantity nor the quality of the evidence counts for 
much in subjective confidence. The confidence that individuals 
have in their belief depends mostly on the quality of the story 
they can tell about what they see, even if they see little. We often 
fail to allow for the possibility that evidence that should be crit-
ical to our judgement is missing—what you see is all there is”  
(Kahneman 2011, page 87).
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